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KZN CIRCULAR NO. 54 OF 2011
SECURITY DIRECTIVE: ACCESS CONTROL STANDARD OPERATING
PROCEDURES FOR THE DEPARTMENT OF EDUCATION
1. A access control standard operating procedures for the Department of Education

approved in 2011-06-08 are hereby presented.

2. The standard operating procedure is informed by and complies with security
legislation, national security policies (MISS) and minimum security standards.

3. The main objective of the access control standard operating procedure is to protect
employees and Departmental institutions against security breaches.

4, The contents of the standard operating procedures shall be presented and clarified in
Security Awareness and Training sessions.

5. Roles and responsibilities of categories of personnel in the department including all
contracted service providers are highlighted.

6. Periodic security audits and inspections shall be conducted to determine and ensure
compliance with the access control standard operating procedure.

§inathi SP Sishi, PhD
Head of Department: Education

...dedicated to service and performance
beyond the call of duty.
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Introduction

The Department of Education Standard Operating Procedures prescribe
security measures to counter threats and risks that can cause harm to
employees, assets, critical information and operations of the
department. The processes and procedures form part of the
department wide operating systems, they provide assurance to service
delivery commitments.

Scope
The standard operating procedures applies to,

All employees and temporary employees of the Department of
Education,

All contractors, consultants delivering services to the Department of
Education,

All movable property that is leased or owned by the Department of
Education

Purpose
To set security standards for the Department of Education institutions

To provide standard operating procedures for access control and asset
movement

To provide responsibilities for monitoring, supervision and
maintenance of the access control standards and asset movement

Legislative and Regulatory Provisions

The access control standard operating procedures comply with national
legislation, national security policy and security standards,
departmental security policy, associated security directives and
circulars.

»  Control of Access to Public Premises and Vehicles Act, 1985 (Act 53
of 1985)

«  KZN Doe Circular 65 of 2008, Security Directive: Access Control at
Departmental Institutions

Notice: Security measures for departmental offices and institutions:
Control of access to premises,
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Access Control

Access control is a process, in which several measures are applied to

ensure that any object or person requiring access to premises of an

institution;

s safe

v has a bonafide reason to enter

» s entitled and authorized thereto

= and that the institution and its employees will not be exposed to
danger or to breaches of security during the presence of such a
person or due to his/her gaining access.

Access Contirol Conditions

The conditions stipulated are provided for in security legislation, they

are aimed at maintaining and improving security at the departmental

premises, they should not be wused to cause unnecessary

inconvenience.

No visitor may be granted unconditional access to the departmental
institution.

The person granted access must possess or display proof that the
necessary permission has been granted

The persons on the premises with whom the visitor may not come into
contact

The part of the premises which may not be entered upon (restricted
areas)

The duration of presence on the premises

The escorting of the person concerned while on the premises

Access Control: Standard Operaling Procedures
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8.1.1

Granting of Access

The granting of access to the premises of the department should be
related to the functional actlvities of the departmental facility.

Functional activities are the following,
An employee reporting for duty

A visitor attending to the official functional activities of the
departmental facility

All visitors must be escorted once access is authorized.

Security shouid be notified of any scheduled visits or deliveries.

Access Control Procedures
Identification
Access to departmental premises is granted on the basis of two forms

of identification methods, that is positive identification and personal
identification

8.1.2 Positive identification occurs when the visitor provides known forms

of identification documents, which are;

8.1.2.1 RSA identity document, passport or drivers licence

8.1.2.2 South African Police Services {SAPS) or South African National

Defence (SANDF), State Security Agency (SSA) or South African
Secret Services (SASS) appointment certificate

8.1.2.3 Identity cards of other institutions are not acceptable as sufficient

proof of identity.

8.1.3 Personal identification must take place when the visitor is not in

possession of the above documentation to prove his identity.

8.1.3.1 The person visited must confirm the visit and the identity of the

visitor,

8.1.3.2 A proper record of the visit is generated and kept, it should include;

particulars of the visitor and the person visited, visitors address
and the reason for the visit must be registered.
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8.2.1
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8.3

8.3.1

8.3.2

8.3.3

8.3.4

8.3.5

Access Control Cards

All employees and newly appointed staff should be provided with
access control cards/ identifications cards to facilitate control of access
to the premises.

Access control cards/identification cards must be prominently
displayed at all times while on departmental premises.

Loss of the access control/identification cards must be reported
immediately to security to prevent breach of security.

Employees must return identification/access control cards upon
termination of service or transfer. In the event of death necessary
means must be made to ensure return of the access control cards and
assets.

All visitors, contractors, consultants and other service providers must
be provided with the departmental identification cards in exchange for
Republic of South Africa Identification Document, passport or drivers
licence.

All access control cards must be returned to security at the end of
each visit or duty in the department.

Security Registers

The purpose of keeping security registers is to ensure that in the event
of emergency, accurate and relevant information of all personnel,

visitors and service providers is available for identification,.

Access control registers serve as proof that the visitor was granted
access and authorized to be in the departmental premises

Assets and any other property taken out can be compared with any
asset or property that the visitor brought in the premises

All records contained in relevant security registers must be kept in a
secured storage at all times.

Security supervisor must inspect security registers daily and provide a
report to management for noting and action where necessary.
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8.4 Escorting
8.4.1 Visitors

8.4.1.1 Visitors must be in the company of a person visited or a person from
the same business unit at all times while within the premises of the
department

8.4.1,2 The security official may, subject to the availability of security
officers, escort a visitor to and from the host.

8.4.2 Deliveries, contractors and technicians

8.4.2.1 Prior arrangements should be made for all deliveries and contract
work in the department

8.4.2.2 The relevant business unit where deliveries are expected or where
contracted work has been requested should appoint a member from
the business unit to provide escort for the duration of the service.

8.5 Access to Restricted Areas

8.5.1 Access to restricted areas such as server room, boardroom, registry,
executive offices or any area designated as a restricted area, is limited
only to authorized persons

8.5.2 The Superintendent-General or a person acting on his instruction can
grant access to a restricted area

8.5.3 Contractors, consultants and other service providers must make prior
notice and arrangements to gain access to restricted areas for the
purposes of rendering a service,
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8.6.1

8.6.2

8.6.3

8.6.4

8.6.5

8.6.6

After-Hour Access Control Procedures

The Responsibility Manager must inform security of any arrangements
for officials to work after-hours in order to facilitate protection of staff
and property.

In case of emergency all personnel that have gained access to the
departmental institution must be identified

After-hour access control procedures and measures are applicable
after normal working hours including weekends

A separate access control register must be completed by all officials
that work after-hours

All the necessary particulars of an employee, time of entry and exit
and the reason for working after hours must be entered in the after
hour access control register.

After-hour access control register must be inspected during the tour of
each security shift,

Searches

The purpose of conducting searches is to prevent prohibited items
from being introduced into a departmental facility in order to prevent
injury or death to employees, theft of assets or destruction of
propertiy.

The following objects are prohibited from the premises,
= Firearms, explosives, and any other dangerous object which could
be used to cause harm or damage

e Any weapon, incendiaries, alcohol beverages, narcotics or
controlied substance

a  Any object, apparatus or equipment or parts which could be used to
intercept, record, copy or reproduce information, other than that
which is the property of the departmental institution.

»  Only members of the SAPS are allowed to carry official firearms
while on the premises.

Except for members of the SA Police, State Security Agency and the
South African Defence Force, any person who refuses to be subjected
to search must be denied access to the departmental premises.

Access Control: Standard Operating Procedures
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9.1 Search Procedures
9.1.1 Eniry Searches

9.1.1.1 Any person granted access to the premises must be requested to
declare possession of the above prohibited items. Once declared the
unauthorized items must be retained at the security check/access
control point for safekeeping.

9.1.1.2 Full particulars of the visitor and the details of the unauthorized
object found must be entered in a relevant register and a receipt
must be provided or other proof of seizure of such article, or access
should be denied.

9.1.1.3 Any declaration, whether positive or negative should be followed by a
physical Inspection, search or examination by means of available
technical aids.

9.1.1.4 In case of physical inspection, the visitor should open and show the
contents of his/her jacket, bag, shopping bag or any other object.

9.1.1.5 Items and equipment such as laptops, projectors, and desktops must
be recorded on the security register. Any item or equipment taken

out by a visitor must be compared with what he/she brought into the
premises.

9.1.1.6 As provided for in law a female visitor should be subjected to a
physical search or inspection only by a member of the same sex.

9.1.1.7 If the premises are equipped with metal detectors they should be
able to detect ferrous and non-ferrous metal with 90 percent
effectiveness.

9.1.2 Exit Searches

9.1.2.1 The purpose of exit searches is to detect theft of assets or property.

9.1.2.2 As a general rule, everyone exiting the departmental premises should
be searched.

9.1.2.3 Search is granted by the person leaving the premises.

9.1.2.4 Searches can be conducted manually or with the use of technical alds
where these are available,

9.1.2.5 Where there are reasonable grounds that theft occurred and person
refuses to be searched, SA Police must be informed immediately.

Access Coatrol: Standard Operating Procedures
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9.1.3 Motor-vehicle Searches

9.1.3.1 As a general rule all vehicles shouid be searched prior to allowing
entry and on exit from the premises

9.1.3.2 The only exception should be for emergency vehicles when
responding to an emergency

9.1.3.3 Emergency vehicies should be recorded In the access control register
after the fact.

9.1.4 Motor-Vehicle Search Procedures

9.1.4.1 Vehicle searches should include the boot, cargo space, undercarriage,
passenger compartment at the minimum the engine

9.1.4.2 If many vehicles enter the departmental facility, random searches
may be conducted

9.1.4.3 When vehicles are searched there should always be a security official
observing the search process.

9.1.4.4 Items and equipment such as laptops, projectors, and desktops must
be recorded on the security register. Any item taken out by a visitor
must be compared with what was brought into the premises.

10. Asset Movement
The asset movement control register must be used to record and

maintain control of all movable assets between institutions and those
taken out to repairs.

Access Control: Standard Operating Procedures
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Key Control

Auxiliary Services must ensure that key control officers are appointed
for their respective departmental institutions.

All keys must be recorded in the key control register and be issued
against a signature.

Any loss of keys must be reported immediately to Auxiliary Services to
prevent breach of security. Replacement keys will also be recorded in
the key control register and be issued against a signature

The key control officer must ensure that duplicate keys are available
and kept in a secure facility (safe)

Security Breaches

A security breach is the negligent or intentional transgression of or
failure to comply with prescribed security measures by a person who
has access to classified or sensitive information.

Security breaches in which classified information or items were
affected, lost, damaged or compromised must be reported to the
Responsibility Manager and the Superintendent-General.

All security breaches constituting a criminal offence must be reported
as prescribed above including the South African Police Services for
criminal, court directed investigations.

Access Control: Standard Operating Procedures
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14,
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14.2
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Specific Responsibilities

The Superintendent-General or his delegate must report to the State
Security Agency all cases or suspected cases of security breach
involving classified information for security investigation.

The Security Manager should conduct an assessment of the security
breach and to provide recommendations in consultation with the State
Security Agency.

All Responsibility Managers must ensure implementation of the access
control procedures to protect departmental assets, systems and
process; and report breaches of security. Immediate possession of all
identification/ access control cards must be assumed on transfer,
termination of service or death of an employee.

Auxiliary Services manage the security function at departmental
institutions must ensure that supervision of the access control takes
place on a day to day basis. Supervision includes observing and
inspecting personnel performance, testing personnel capability,
continually appralising individual performance, providing counseling on
and correcting work practices.

The On-Site Supervisor of a contracted security service provider must
ensure that the management of the security function is adhered to as
stipulated above.

Employees, contractors, consultants and other service providers must
contribute to the maintenance of a safe work environment in the
department of education by adhering to the access control procedures
and its associated security directives and circulars.

Deviations
Deviations from the access control standard operating procedures will
only be permitted in the following circumstances;

When security is breached in order to save or protect the lives of
people

During unavoidable emergency circumstances, e.g. natural disasters

On written permission of the Superintendent-General of the
Department of Education, reasons for non-compliance to one or more
aspects of the standard operating procedures shall be clearly stated in
such permission.

Except for the above circumstances, any other deviation must be
reported to the immediate supervisor.

Access Control: Standard Operating Procedures
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15.

16.

Conclusion

The creation and maintenance of a secure work environment is the
responsibility of every employee and any person that is authorized to
gain access to the department of education premises. Day to day
monitoring, supervision and correction of deviations from set
procedures will counter any threat to the delivery of services by the
Department of Education.

Annexures

KZN Doe Circular 65 of 2008, Security Directive: Access
Control at Departmental Institutions

B Notice: Security measures for departmental offices and
institutions: Control of access to premises

l

Dr. N.S.P Sishi

Head Of Department
Department of Education
KWAZULU-NATAL

Date: ol & — '§
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PROVINCE OF KWAZULU-NATAL Telephone: 033 846 6406

ISIFUNDAZWE SAKWAZULU-NATALI Fax : 033 848 6620

PROVINSIE KWAZULU-NATAL Private Bug X0137
Pictermaritzburg

DEPARTMENT OF EDUCATION 3200

UMNYANGO WEMFUNDO ,

DEPARTEMENT VAN ONDERWYS 228 Pieter i St

Pletermaritz

RIETERVARIE;
Pate: 2008-03-18

i HEADGHEE!
Reference: Intrusion Prevention

To: Senior General Managers
General Managers and Managers
Managers-Districts, Circuits, Wards
Center Managers and Heads of Institutions

KZN DOE CIRCULAR No. 65 OF 2008

SECURITY DIRECTIVE: ACCESS CONTROL AT DEPARTMENTAL INSTITUTIONS

Security service provides access control measures to the departmentzl| Institutions
requests cooperation of all personne! to prevent intruders, and other unauthorised
persons from gaining access to offices in the department.

In aorder to ensure support for the access control security measures, managers
are hereby advised to inform security of:-

» meetings that take place after hours

= people attending meetings to facilitate accreditation

= colleagues scheduled to work after hours

= contractors and consultants performing duties at the premises
s deliveries and catering services to the premises

The above information should be furnished at security stationed at entrance
areas and receptionist desks of the buildings.

Your cooperation in improving security is appreciated.

///L{ :

R. Cassius Lubisi, PhD
Superintendent-General
pate: __/ ,7// 0?7 2203




PROVINCE OF KWAZULLU-NATAL Telephone ;033 392 1004
ISIFUNDAZWE SAKWAZULU-NATALI Fax : 033 392 1203
PROVINSIE KWAZULU-NATAL Private Bap X9044

Pietermaritzburg
DEPARTMENT OF EDUCATION 3200
UMNYANGO WEMEUNDO _ _
DEPARTEMENT VAN ONDERWYS 247 Burger Street

Pletermaritzburg, 3201

Enfqudrles: Thabo Makhaza  Reference: Securily Measures: Departmental Institutions /Offices  Date: 2009-03-30

To: Cluster General Managers
General Mangers
Managers: Districts, Circuits and Wards
Center Managers and Heads of Institutions

NOTICE

SECURITY MEASURES FOR DEPARTMENTAL OFFICES AND
INSTITUTIONS: CONTROL OF ACCESS TO PREMISES

1, In view of the continued threats and untawful action by some individuals and
organizations that lead to disruption of departmental activities it is Imperative that
implementation of security measures receive necessary attention.

2 Managers are directed to ensure that measures are taken to avold any disruption of
services In the department by restricting control of access to offices and other
departmental premises.

3. Managers and heads of Institutions should ensure that only authorized persons gain
access elther by virtue of working at the premises or to visitors with a legitimate
reason to recelve or render services to the Department.

4, Close working relationship with site security Is essential In the Identification of persons
requiring access to premises by means of producing an access control card, ID
document, drivers license, blometric system etc.

Your cooperation in this regard would ensure that offices continue to function without
disruption.

R. Cassius Lubisi, PhD
Superiniendent-General




